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About this guide

Introduction

Welcome to the Dell SonicWALL™ Directory Services Connector Administration Guide. It provides information on
installing and configuring the Dell SonicWALL Single Sign-On agent and other elements of Directory Services
Connector (DSC).

Always check https://support.software.dell.com for the latest version of this guide as well as other Dell
SonicWALL products and services documentation.

Organization of this guide

The Dell SonicWALL Directory Services Connector Administration Guide is structured into the following parts:

Chapter 1 About this guide

This chapter provides helpful information for using this guide. It includes conventions used in this guide,
information on how to obtain additional product information, and a summary of the chapters in the guide.
Chapter 2 Directory Services Connector overview

This chapter provides an overview of Directory Services Connector. It includes an introduction to DSC,
information about user identification methods, and platform compatibility information.

Chapter 3 Installing Directory Services Connector

This chapter provides installation procedures for Directory Services Connector and the Single Sign-On (SSO)
Agent. It includes procedures for installations that use either Active Directory or Novelll eDirectory.
Chapter 4 Using and configuring Directory Services Connector

This chapter explains the options in the DSC Configuration Tool and provides configuration procedures for the
Single Sign-On (SSO) Agent.
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Directory Services Connector overview

This chapter provides an overview of the Dell SonicWALL Directory Services Connector (DSC). It includes an
introduction to DSC and the SSO Agent, along with the supported user identification methods and platform
compatibilities.
Topics:

= About Single Sign-On on page 6

= About Directory Services Connector on page 6

= About Agent-to-Agent communication on page 7

About the SSO Agent cache on page 8

About Single Sign-On with Active Directory or LDAP on page 9
= About Single Sign-On with Novell eDirectory on page 10
e About user identification methods on page 11
* About client probing with NETAPI or WMI on page 11
* About DC security logs on page 11
* About using Samba on Linux/UNIX clients on page 13

e Platform compatibility on page 13

About Single Sign-On

Single Sign-On (SSO) is a transparent user authentication mechanism that provides privileged access to multiple
network resources with a single workstation login. Dell SonicWALL security appliances provide SSO functionality
using the Dell SonicWALL Single Sign-On Agent (SSO Agent) to identify user activity based on the workstation IP
address.

SSO is configured in the Users > Settings page of the SonicOS management interface. SSO is separate from the
authentication method for login settings that can be used at the same time for authentication of VPN/L2TP
client users or administrative users.

About Directory Services Connector

Dell SonicWALL Directory Services Connector includes the Dell SonicWALL Single Sign-On Agent (SSO Agent) as
well as certain configuration functions. The SSO Agent provides centralized user-identification to Dell
SonicWALL network security appliances, interacting with the SonicOS Single Sign-On feature.

Directory Services Connector provides integration with both Active Directory and Novell eDirectory. Specifically,
these are supported as follows:

1 Dell SonicWALL SuperMassive series, E-Class NSA series, NSA series, and TZ series appliances (TZ 100 and
newer) to achieve transparent, automated Single Sign-On integration with both Active Directory and
Novell eDirectory.



2 SonicWALL PRO and TZ 190/180 series appliances to achieve Single Sign-On integration with Active
Directory.

The Dell SonicWALL appliance can use Active Directory or Novell eDirectory to authenticate users and determine
the filtering policies to assign to each user or user group. The SSO Agent identifies users by IP address and
automatically determines when a user has logged out to prevent unauthorized access.

Along with the username information, the SSO Agent sends the following information to the appliance:
= The domain controller on which information about logged in users is found.

* The User Detection mechanism used by the agent to find logged in users.

@ | NOTE: It is normal for the system running Dell SonicWALL Directory Services Connector to have high CPU
activity for the first few hours after installation, while the software creates a database of the user
network.

Dell SonicWALL Directory Services Connector runs as a 32-bit application. This improves the performance of 64-
bit agent machines, especially in cases where the agent is set to use NETAPI or WMI as the query source.

Upon identifying a logged in user or finding updated user information, the SSO Agent sends login notifications to
the appliance in the following cases:

= If the query source is set to DC security log, the agent sends a notification with the User IP Address, User
Name and Login Session ID, User ID Mechanisms, domain controller IP Address, and Login Time.

= If using NETAPI or WMI, the agent sends a login notification only if an In_Progress status was
previously sent for the same IP address. The agent does not send a notification for an updated user, but
only updates its internal cache with the updated user information, if caching is enabled. When the
appliance sends a multi-user request to the SSO Agent and includes an Operation Timeout value, the
agent divides the time by the number of IP addresses present in the request. If the query times out, it is
aborted and an Operation_Time_Out status is included in the agent's reply to the appliance.

The Dell SonicWALL SSO Agent is not supported in a Citrix or Terminal Services Environment. In these
environments, you can use the Dell SonicWALL Terminal Services Agent (TSA) to communicate with Dell
SonicWALL SSO. The TSA is not included as part of this release. For more information about the TSA, see the
latest Terminal Services Agent Release Notes, the latest SonicOS Administration Guide and the SonicOS
Enhanced Single Sign-On Feature Module, available on https://support.software.dell.com.

About Agent-to-Agent communication

When multiple SSO Agents are configured in Directory Services Connector, these Agents can communicate with
each other to share information. This allows a global user database to be shared among all SSO Agents. This
feature is also called Agent Synchronization.

The Allow Agent synchronization option is available when a DC Security Log method is selected for Query
Source.

The benefits of Agent-to-Agent communication include:

= Shared User-detection Times — User detection information is shared among more than one Domain
Controller (DC). For example, when agentl fetches logs from DC1 and DC2, and agent?2 fetches logs from
DC3 and DC4, both agents can update each other when new users have been added. Even when userl is
logged on to DC3 or DC4, the Dell SonicWALL network security appliance is able to retrieve information
from agentl. Both agents share user-identification times along with each add/update notification, which
helps to identify recently logged-in users.

= Decreased Redundancy — When Query Source is set to DC Security Log and no fallback query method is
configured, new and identified users logging in to that DC could be missed if that agent were to fail.
Agent-to-Agent communication takes over for the failed agent, preserving currently-identified users and
logs. It then begins fetching logs from the DC on the failed agent’s behalf; ensuring that agents are
always correctly reporting usernames.

= Smart NetAPI/WMI Scanners — When one agent is overloaded with requests while other agents are
comparatively free, polling requests can be transferred to one of the free agents.
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= Non-matching Query Sources — Agent synchronization can be used between agents which are using
different Query Source methods.

About the SSO Agent cache

By default, the SSO Agent caches user information for 60 seconds, with a range of 30-600 seconds.

The cache settings can be overridden from the Windows Registry. To disable caching (cache refresh time = 0),
edit the Registry and set the REFRESHTIME value to 0. If the cache refresh rate is set to zero seconds, user
information is fetched from the workstation for every request from the Dell SonicWALL appliance.

The appliance default is to time out after 10 seconds and to retry up to six times, so the agent receives multiple
requests from it if a NetAPI request is slow to complete. The agent does not initiate a new NetAPI request if the
previous one is still going, but there might be situations where using the cache can help and having it disabled
could be a small disadvantage:

« If a NetAPI request happens to take a multiple of 10 seconds, then the agent's reply could cross over with
a request retry from the appliance. This would cause the agent to initiate another NetAPI request where,
if using a non-zero refresh rate for the cache, it would simply repeat the last reply from its cache.

< If a reply from the agent is somehow lost, the appliance would re-send it after 10 seconds and the agent
would make another NetAPI request where otherwise it would reply from its cache.

When using the SSO Agent cache, be sure to consider the following:

« No caching (refresh time set to zero) in the agent gives faster detection of changes in user information,
but using the cache avoids possible unnecessary extra NetAPI/WMI requests when problems occur.

= If significant numbers of NetAPI/WMI errors are being shown in the statistics, then setting the cache
refresh time to about 60 seconds might help to reduce them.

= The agent's cache refresh time should never be set greater than the user polling period set on the
appliance.



About Single Sign-On with Active Directory or LDAP

While most users are found through the Active Directory/Exchange Server/eDirectory method, the following
image represents an alternative method of locating users.
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The Dell SonicWALL SSO Agent identifies users by IP address using a protocol compatible with Active Directory
and automatically determines when a user has logged out to prevent unauthorized access. Based on data from
the SSO Agent, the Dell SonicWALL security appliance queries LDAP or the local database to determine group
membership. Memberships are optionally checked by firewall policies to control who is given access, and can be
used in selecting policies for Content Filtering and Application Firewall to control what they are allowed to
access.

User names learned through SSO are reported in the Dell SonicWALL appliance logs of traffic and events from
the users. The configured inactivity timer applies with SSO but the session limit does not, though users who are
logged out are automatically and transparently logged back in when they send further traffic.

Users logged into a workstation directly, but not logged into the domain, cannot be authenticated. For users
who are not logged into the domain, an Authentication required screen displays, indicating that a manual login
is required for further authentication. Users who are identified, but lack the group memberships required by
the configured policy rules, are redirected to an Access Barred page.



To use Dell SonicWALL SSO, it is required that the SSO Agent be installed on a server that can communicate with
the Active Directory server and with clients and the Dell SonicWALL security appliance directly using the IP
address or using a path, such as VPN.

The following requirements must be met in order to run the SSO Agent:

= Port 2258 must be open; the firewall uses UDP port 2258 by default to communicate with the SSO Agent;
if a custom port is configured instead of 2258, then this requirement applies to the custom port

= Windows Server, with latest service pack
 _NET Framework 4.0 or above
* NETAPI or WMI (unless using DC Windows security log as the query source)

e The SSO Agent must run under Domain Admin privileges.

About Single Sign-On with Novell eDirectory

Novell eDirectory (formerly known as Novell Directory Services (NDS), sometimes referred to as NetWare
Directory Services) is an X.500-compatible directory service software product initially released in 1993 by Novell
for centrally managing access to resources on multiple servers and computers within a given network.
eDirectory is a hierarchical, object oriented database used to represent certain assets in an organization in a
logical tree, including organizations, organizational units, people, positions, servers, volumes, workstations,
applications, printers, services, and groups.

When a user logs on to an eDirectory network, the user's IP address is added to the “networkAddress” field in
the user's record. If the user logs on to the eDirectory network multiple times from different machines, there
are multiple “networkAddress” fields. If the user logs off the eDirectory network properly, the corresponding
“networkAddress” field is removed immediately. Otherwise, the field is kept for some time before it is
removed.

Dell SonicWALL Appliance

10.100.0.1/24 %

O, | X
eDirectory

O,
\Ua Un Un 10.100.0.6 g

User U)
10.100.0.5 NDConnector

10.100.0.8

Novell

For this user identification method, the SSO Agent repeatedly queries the eDirectory using the LDAP protocol as
follows:

1 The user logs in to the network and authenticates with eDirectory.



2 The user initiates a request for an Internet resource (such as a Web page, an audio or video stream, or a
chat program). The Dell SonicWALL network security appliance detects the request.

3 The Dell SonicWALL appliance queries the SSO Agent.
4 The SSO Agent queries the eDirectory server about the user.

5 The SSO Agent communicates the user's content filtering policies to the Dell SonicWALL appliance, based
on the user's individually assigned policies and any policies inherited from groups and from
organizational units. The Dell SonicWALL appliance allows, logs, or blocks the user's request, based on
the user's content filtering policies.

About user i1dentification methods

The SSO Agent supports the user identification methods described in the following sections:
* About client probing with NETAPI or WMI on page 11
* About DC security logs on page 11
« About using Samba on Linux/UNIX clients on page 13

* About NetBIOS mapping support on page 12

About client probing with NETAPI or WMI

Client probing includes both Windows Management Instrumentation (WMI) and NetAPI probing methods.

WMI is the infrastructure for management data and operations on Windows-based operating systems. The SSO
Agent sends a WMI request to the client, and then determines the username and domain name by examining
certain processes on the client machine.

NetAPI is another interface based on Windows DCE-RPC service. In this case, the SSO Agent sends a request that
lists the users logged into the client workstation. This list includes interactive, service and batch logons. The
SSO Agent then determines the correct user name in this list. The NetAPI method is much faster than the WMI
method, but might not always yield a correct username.

Windows Firewall might block both methods by default.

To enable WMI methods in the Windows Firewall, you can select Windows Management Instrumentation in
Control Panel > All Control Panel Items > Windows Firewall > Allowed Programs.

To enable the NetAPI method in Windows Firewall, you can select File and Printer Sharing.

If a user logs onto a machine using a local account instead of a Windows domain account, the SSO Agent can
only identify this user through a Client Probing method. This is because the other methods all involve Active
Directory. When the administrator enables the WMI/NetAPI Scanner option in Directory Services Connector, the
SSO Agent repeatedly probes these IP addresses using Client Probing methods. The SSO Agent can detect when
the user has logged off, and it sends a log off notification to SonicOS.

About DC security logs

The domain controller (DC) is a server that responds to security authentication requests (Logging in, checking
permissions, and so on), within the Windows Server domain. In Microsoft Windows, the DC security log contains
records of log in and log out activity or other security-related events specified by the system's audit policy.
When a domain user tries to log in to the domain network, the domain controller logs a message in the security
log.

Using DC Security Log as the query source method, the SSO Agent can identify users who log on to the Windows
domain. The SSO Agent sends a login notification to the appliance as soon as it detects a user login. The SSO
Agent also monitors event messages with specific Event IDs and notifies SonicOS with the user’s information and
logoff status.



About using non-admin accounts to access the DC security
logs for SSO

SSO Agent service users do not have to be domain administrators. You can also use a hormal domain user with
some additional permissions granted, for access. For more information, refer to the Configuring a Non-Admin
Domain Account for SSO Agent to Read Domain Security Logs configuration guide, available at
https://support.software.dell.com.

About LogWatcher

The Add LogWatcher Support option is available when a DC Security Log method is selected for Query Source.

LogWatcher is a Windows service that runs on each Domain Controller. Its fetches the security event log, parses
the log events, and sends user logon/logoff information to the SSO Agent and/or the Dell SonicWALL network
security appliance. LogWatcher is most suitable in a distributed DC environment where the DC logs are
replicated across multiple Domain Controllers.

LogWatcher Requirements
1 The Domain Controller must be running Windows Server 2003 or higher.

2 Microsoft Visual C++ 2010 Redistributable Package (x86) (for Windows Server 2008 and above) or
Microsoft Visual C++ 2008 Redistributable Package (x86) (for Windows Server 2003) must be installed on
the Domain Controller.

= Microsoft Visual C++ 2010 Redistributable Package (x86) (for Windows Server 2008 and above):
http://www.microsoft.com/en-us/download/details.aspx?id=8328

« Microsoft Visual C++ 2008 Redistributable Package (x86) (for Windows Server 2003):
http://www.microsoft.com/en-us/download/details.aspx?id=29

3 The Domain Controller must have Microsoft Core XML Services (MSXML) 6.0 (also known as Microsoft
MSXML Parser 6.0) installed: |
http://www.microsoft.com/en-us/download/details.aspx?id=3988

4 The Domain Controller must have audit logon enabled.
5 The LogWatcher Service only works with SSO Agent 3.6.02 and higher.
6 The SSO Agent must be configured for LogWatcher support.

About enabling audit logs in DC policy

The Domain Controller must have audit logon enabled for LogWatcher to work. Audit logon is disabled by
default in Windows Server. Steps to enable audit logon are provided in the following sections:

* Setting a group policy to enable audit logon on Windows Server 2003 on page 44

= Setting a group policy to enable audit logon on Windows Server 2008 on page 46

About NetBIOS mapping support

The Add NetBIOS mapping support option is available when a DC Security Log method is selected for Query
Source.

Windows Server 2000 and higher provide support for applications that use the NetBIOS networking APIs and the
flat NetBIOS names. This allows identification of Windows domains for computers that are running Windows
operating systems. A fully qualified domain name (FQDN), sometimes also referred to as an absolute domain
name, is a domain name that specifies its exact location in the tree hierarchy of the Domain Name System
(DNS). It specifies all domain levels, including the top-level domain and the root zone.
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Both the NetBIOS name and the FQDN domain name can be found through an LDAP search. The SSO Agent
connects to the DC using these service credentials and completes the LDAP search.

The SSO Agent remembers these names and sends the correct domain name to the firewall according to the
administrator's configuration of the SSO Agent. By default, it sends the NetBIOS name.

You can enable or disable the NetBIOS feature from the DSC Configuration Tool. By default the NetBIOS feature
is disabled.

About using Samba on Linux/UNIX clients

Samba 3.0 or newer can be installed on Linux/UNIX clients for use with Dell SonicWALL SSO. Samba is a software
package used on Linux/UNIX machines to give them access to resources in a Windows domain (by way of Samba's
smb client utility). A user working on a Linux PC with Samba in a Windows domain can be identified through the
SSO, but it requires proper configuration of the Linux PC, and possibly some reconfiguration of the appliance, as
described in the Using Single Sign-On with Samba technote, available at: https://support.software.dell.com.

Without Samba, Linux PCs do not support the Windows networking requests that are used by the Dell SonicWALL
SSO Agent, and therefore, do not work with NetAPI or WMI client probing methods. Linux users can still get
access, but they need to log in to do so. They can be redirected to the login prompt if policy rules are set to
require authentication. Without Samba, the DC security log method works for using Single Sign-On with Linux
clients.

Platform compatibility

To use Dell SonicWALL Single Sign-On, it is required that the SSO Agent is installed on a server that can
communicate with the Active Directory or eDirectory server and with clients and the Dell SonicWALL security
appliance directly using the IP address or using a path, such as VPN.

The following requirements must be met in order to run the SSO Agent:

* Port 2258 must be open; the firewall uses UDP port 2258 by default to communicate with the SSO Agent;
if a custom port is configured instead of 2258, then this requirement applies to the custom port Windows
Server, with latest service pack.

 _NET Framework 2.0 or above
« NetAPI or WMI (unless using DC Windows security log as the Client Probing Method)
e The SSO Agent must run under Domain Admin privileges

Dell SonicWALL Directory Services Connector and the SSO Agent run as a 32-bit application. This improves the
performance of 64-bit agent machines, especially in cases where the agent is set to use NetAPI or WMI as the
Client Probing Method.

See the following sections:
e SonicWALL appliance/firmware compatibility on page 14
= Virtual environment compatibility on page 14
« eDirectory server compatibility on page 14
« Domain controller server compatibility on page 15
e SSO Agent platform compatibility on page 15
e Client compatibility on page 16

= Citrix or terminal services compatibility on page 16
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SonicWALL appliance/firmware compatibility

SonicWALL Directory Services Connector is a supported release for use with the following SonicWALL platforms:

* SuperMassive 9200 / 9400 / 9600 running SonicOS 6.1 and above

SuperMassive E10200 / E10400 / E10800 running SonicOS 6.0.x

« NSA 2600 / 3600 / 4600 / 5600 / 6600 running SonicOS 6.1 and above

* NSA E-Class E5500 / E6500 / E7500 / E8500 / E8510 running SonicOS 5.0 and above
* NSA 240 / 2400 / 3500 / 4500 / 5000 running SonicOS 5.0 and above

* NSA 220 / 220W / 250M 7/ 250MW running SonicOS 5.8.1 and above

e TZ 215/ 215W / 205 / 205W / 105 / 105W running SonicOS 5.8.1 and above
e TZ 210/ 210W / 200 / 200W / 100 / 100W running SonicOS 5.0 and above

e TZ 190/ 190W / 180 / 180W running SonicOS 4.0 and above

 PRO 2040 7/ 3060 / 4060 / 4100 / 5060 running SonicOS 4.0 and above
6) | NOTE: SonicOS 5.5 or newer is required for Novell eDirectory Support.

@ | NOTE: SSO Agent performance is sensitive to the round trip network time during frequent information
exchanges with the network security appliance. The agent machine should be as close as possible to the

appliance for a recommended round trip time of less than 1ms.

Virtual environment compatibility

Recommended Virtual Environments for Directory Services Connector include:
e VMware ESX 5.5

VMware ESX 5.1

VMware ESX 4.x

* Microsoft Hyper-V 2012 R2

Microsoft Hyper-V 2008 R2

Virtual Machine host configuration requirements:
e 0OS — Windows Server 2008/2012 R2 32-bit/64-bit
e CPU — Intel Xenon (4 processors)

e Memory — 4GB

eDirectory server compatibility

SonicWALL Directory Services Connector is supported for use with the following eDirectory Servers
« Novell eDirectory 8.8.5
« Novell eDirectory 8.8.7



Domain controller server compatibility
SonicWALL Directory Services Connector is supported for use with domain controllers running the following
operating systems:

= Windows Server 2012 — 64-bit

* Windows Server 2012 R2 — 64-bit

* Windows Server 2012 R2 — 64-bit

* Windows Server 2012 — 32/64-bit

e Windows Server 2012 R2 — 32/64-bit

@ | NOTE: It is recommended to run the SSO Agent service using a domain administrator account. An account
with fewer permissions, such as a domain user account, does have sufficient privileges for all service
components to interact with the domain controller.

SSO Agent platform compatibility
SonicWALL Directory Services Connector and SSO Agent are supported for installation on 32-bit and 64-bit
Windows systems running the following operating systems:

= Windows Server 2012 — 64-bit

= Windows Server 2012 R2 — 64-bit

« Windows Server 2012 R2 — 64-bit

* Windows Server 2012 — 32/64-bit

* Windows Server 2012 R2 — 32/64-bit

* Windows 8 — 32/64-bit

= Windows 7 — 32/64-bit

= Windows Vista — 32/64-bit

* Windows XP — 32/64-bit

On all Windows 32-bit and 64-bit servers, a .NET Framework must be installed. The following versions of .NET
Framework are supported:

« .NET Framework 2.0 and above
The following Microsoft Windows operating systems are not supported as servers:

* Windows 2000 - All versions
@ | NOTE: Windows Server 2008 and higher or Windows 7 and higher are recommended.

Limitations:
The following limitations exist in Windows operating systems prior to Windows Server 2008 or Windows 7:

= Certain Windows API elements are not supported, including the Event Subscription API for
communicating with the domain controller. This requires Directory Services Connector to use the WMI
event subscription mechanism on older Windows versions, which is much slower than an event
subscription.

= The SMB2 protocol is not supported on older Windows versions.

= Single Sign-On related functions could operate at approximately half the performance on older Windows
versions.



Client compatibility
Directory Services Connector is compatible with the following client operating systems for the purpose of
determining the logged in username and other information necessary for user authentication:

* Windows 8 — 32/64-bit

* Windows 7 — 32/64-bit

* Windows Vista — 32/64-bit

* Windows XP — 32/64-bit

Citrix or terminal services compatibility

The Dell SonicWALL SSO Agent is not supported in a Citrix or Terminal Services Environment.

In these environments, you can use the Dell SonicWALL Terminal Services Agent (TSA) to communicate with the
SonicOS Single Sign-On feature.

The TSA is not included as part of Dell SonicWALL Directory Services Connector. For more information about the
TSA, see the latest Terminal Services Agent Release Notes and the latest SonicOS Administration Guide,
available at: https://support.software.dell.com/.


https://support.software.dell.com/
https://support.software.dell.com/
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Installing Directory Services Connector

Topics:
« Installing DSC with Active Directory on page 17
= Installing DSC with Novell eDirectory on page 21

Installing DSC with Active Directory

When using Single Sign-On with Windows, install Directory Services Connector and the SSO Agent on a host on
your network that has access to the Active Directory server and all client workstations.

6) | NOTE: The default user cache time (refresh time) is set to “0” seconds, which means the information
about identified users is not cached on the agent.
To install Directory Services Connector for use with Active Directory:
1 Download one of the following installation programs, depending on your computer:
* SonicWALL Directory Connector (32-bit) 3.7.xx.exe
e SonicWALL Directory Connector (64-bit) 3.7.xx.exe
You can find these installers on http://www.mysonicwall.com under Directory Services Connector.
Double-click the installer to begin installation.
If prompted, install the Microsoft .NET framework.

In the Welcome screen, click Next to continue the installation.

a b~ W N

In the License Agreement screen, accept the terms of the license agreement, and then click Next.


http://www.mysonicwall.com

6 In the Customer Information screen, enter your username and the name of the company that owns the
workstation where you are installing the Directory Connector, select the application use privileges, and
then click Next.

Customer Information

Please enter your information.

User Mame:

IDE" Sonicwall

Organization:

IDE" Sonicwall

Install this application for:
@ Anyone who uses this computer (all users)

() Only for me (Dell Sonicwall)

InztallShield

| <Back || MNext> || cancal |

7 Select the destination folder. To use the default folder, C:\Program Files\SonicWALL\DCON, click Next. To
specify a custom location, click Change, select the folder, and click Next.

Destination Folder
o
Click Mext to install to this folder, or dick Change to install to a different folder.

Install SonicWALL Directory Connector to:

C:\Program Files (x86)\SonicWALL\DCONY,

Installshield

<Back | next> || cancel

Dell SonicWALL Directory Services Connector 3.7

Administration Guide e



8 On the Custom Setup page, the installation icon is displayed by default next to the SonicWALL SSO Agent
feature. Click Next.

14! Dell SonicWALL Directo

Custom Setup 4
Select the program features you want installed.

Click on an icon in the list below to change how a feature is installed.
Feature D ipti
S SonicWALL Directory Connector .
B =d=| SonicWALL S50 Agent Dell SonicWALL Directory
o g=n Connector application suite

o 3 = | Nowell eDirectory Support includes Dell SonicWALL 550
Agent.

This feature requires S00KE on
your hard drive. Ithas 1of 1
subfeatures selected. The
subfeatures require 260KE on
your hard drive.

Install to:
C:\Program Files (x86)\SonicVWALL\DCOMY
InstallShield

( Help | [ space || <Back | mNext> || cancel |

9 In the next screen, click Install to install Directory Connector.

"4/ Dell SonicWALL Directo

Ready to Install the Program
The wizard is ready to begin installation.

Click Install to begin the installation.

If you want to review or change any of your installation settings, dick Back. Click Cancel to
exit the wizard.

InstallShield

Dell SonicWALL Directory Services Connector 3.7
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10 To configure a common service account that the SSO Agent uses to log into a specified Windows domain,
enter the username of an account with administrative privileges in the Username field, the password for

the account in the Password field, and the domain name of the account in the Domain Name field. Click
Next.

%) Dell SonicWALL Directory

Dell SonicWALL Directory Connector Service User Configuration

To access the domain, Dell Sonic ALL Directory Connector requires a user A
account with administrative privileges. Enter the username and passwaord for this e
account, If you "Skip”, please use Windows Service Contral Manaager to configure.

Username: |

Password: |

Domain Name: I

Installshield

[ Mext = ] [ Skip = l [ Cancel ]

11 Enter the IP address of your SonicWALL security appliance in the SonicWALL Appliance IP field. Type the
port number for the same appliance in the Dell SonicWALL Appliance Port field. Enter a shared key (a

hexadecimal number from 1 to 16 digits in length) in the Shared Key field, using an even number of
digits. Click Next to continue.

Dell SonicWALL Di

Default 550 Agent SonicWALL Appliance Configuration

Enter the IP Address and port that will be used for communicating with Dell -A—l )
SonicWALL Appliance. Also enter the shared key that will be used for security.

This information is optional and can be configured later.

Dell SonicWALL Appliance IP: I

Dell SonicWALL Appliance Part: IZZSS

Shared Key: |

Please enter an even number of digits and use
(0-9,a-f,AF) only

Installshield

l Mext = ] [ Skip = l l Cancel ]

12 Wait for the installation to complete. The status bar displays while Directory Services Connector installs.

13 When installation is complete, optionally select Launch SonicWALL Directory Connector to launch the
Dell SonicWALL Directory Services Connector Configuration tool, and then click Finish.



Installing DSC with Novell eDirectory

To use Single Sign-On with Novell eDirectory, install Directory Services Connector and the SSO Agent on a host on
your network that has access to the Novell eDirectory server and all client workstations. It does not need to run
on a machine with a Novell client installed.
To install Directory Services Connector for use with Novell eDirectory Support:

1 Download one of the following installation programs, depending on your computer:

* SonicWALL Directory Connector (32-bit) 3.7.xx.exe

* SonicWALL Directory Connector (64-bit) 3.7.xx.exe
You can find these installers on http://www.mysonicwall.com under Directory Services Connector.
Double-click the installer to begin installation.
If prompted, install the Microsoft .NET framework.
In the Welcome screen, click Next to continue the installation.

In the License Agreement screen, accept the terms of the license agreement, and then click Next.

o o0~ W N

In the Customer Information screen, enter your username and the name of the company that owns the
workstation where you are installing the SSO Agent, select the application use privileges, and then click
Next.

) Dell SonicWALL Dire

Customer Information

Please enter your information.

User Mame:

|admin

Qrganization:

Install this application for:
(@) Anyone who uses this computer (all users)

() Only for me (admin)

InstallShield

< Back ][ MNext = J [ Cancel



http://www.mysonicwall.com

7 Select the destination folder. To use the default folder, C:\Program Files\SonicWALL\DCON, click Next. To
specify a custom location, click Change, select the folder, and click Next.

Destination Folder
o
Click Next to install to this folder, or dick Change to install to a different folder.

G Install SonicWALL Directory Connector to:

C:\Program Files\SonicWALL\DCONY

InstallShield

[ < Back ][ MNext = ] [ Cancel ]

8 On the Custom Setup page, select the Novell eDirectory Support feature for installation. Click Next.

1! Dell SonicWALL Directory Connector - InstallShield Wizard
Custom Setup
Select the program features you want installed. S

Click on an icon in the list below to change how a feature is installed.

Feature D ipti
2= v| SonicWALL Directory Connector T:i: fer:mre::;i;i:s 5

=R =] '| SonicWALL 550 Agent components required for Novell

Movell eDirectory Support eDirectory suppart.

This feature requires 1KB on
your hard drive.

Install to:
C:\Program Files (x86)\SonicWALL\DCONY,
InstallShield
[ Help ] [ Space ] [ < Back ][ Mext = ] [ Cancel ]

9 In the Ready to Install the Program screen, click Install.

Ready to Install the Program
The wizard is ready to begin installation.

Click Install to begin the installation.

If you want to review or change any of your installation settings, dick Back. Click Cancel to
exit the wizard.

InstallShield

< Back ]I Install I [ Cancel




10 In the Default SSO Agent SonicWALL Appliance Configuration screen, enter the Dell SonicWALL appliance
information and then click Next:

SonicWALL Appliance IP — Type in the Dell SonicWALL appliance IP address.

SonicWALL Appliance Port — Type in the port used by the SSO Agent to communicate with the
Dell SonicWALL appliance. The default port is 2258.

Shared Key — Type in a hexadecimal number of up to 16 characters (use an even number of
characters) to use as the key for encrypting messages between the SSO Agent and the Dell
SonicWALL appliance. You must also enter the same key when configuring the appliance to use
Dell SonicWALL SSO.

Default S50 Agent
Enter the IP Address and port that will be used for communicating with Dell
SonicWALL Appliance, Also enter the shared key that will be used for security.
This information is optional and can be configured later.

Dell SonicWALL Appliance IP: ||

Dell SonicWALL Appliance Port:  |2258

Shared Key: |

FPlease enter an even number of digits and use
(0-9,a-f,AF) only

InstallShield

[ Mext = ] [ Skip = ] [

11 In the Novell eDirectory Admin User Configuration screen, enter the information for the Novell
eDirectory server, and then click Next:

Server IP Address — eDirectory Server IP Address

Server Port — eDirectory Server Port (389 by default)
Login Username — Login username for the administrator account to access the eDirectory server
Password — Password for the administrator account to access the eDirectory server

Context — eDirectory context in which the administrator account for the eDirectory server
resides

These same settings can be modified after installation by right-clicking on eDirectory in the Directory
Connector Configuration Tool.

15/ Dell SonicWALL Directory Connector - InstallShield Wizard
MNovell eDirectory Admin User Configuration
To access the Novell eDirectory, Dell SonicWALL 550 Agent requires a user 4
account with administrative privileges, Enter the eDirectory connection st

information.

Instalishield

Server IP Address: |10. 16.0.43

Server Port:  |3ag

Login Username: |Admin

Password:  [eswses

Context:  [0=sonicwall

[ < Back ] [ Mext = ] [ Skip = ] [ Cancel




12 When the installation is complete, optionally select Launch SonicWALL Directory Connector to launch
the Dell SonicWALL Directory Services Connector, and then click Finish.

For more information about configuring and using Dell SonicWALL SSO with Novell eDirectory support, see the
SonicOS Single sign-on Feature Module and the latest SonicOS Administration Guide, available on
https://support.software.dell.com/release-notes-product-select.


http://www.sonicwall.com/us/Support.html
https://support.software.dell.com/release-notes-product-select
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Using and configuring Directory Services
Connector

Topics:
* Using the DSC Configuration Tool menus on page 25
e Adding Dell SonicWALL appliances on page 32
e Adding domain controllers on page 33
= Configuring remote SSO Agents on page 34
« Configuring Agent-to-Agent communication on page 35
* Using the SSO Agent cache on page 36
* Configuring NETAPI and WMI methods on page 37
« Using the NETAPI/WMI scanner on page 38
= Configuring the DC security log method on page 40
= Enabling LDAP over TLS with Novell eDirectory on page 48

Using the DSC Configuration Tool menus

The Directory Services Connector Configuration Tool provides several menus at the top of the screen for
configuring settings and viewing information.

e Using the File menu on page 25
e Using the View menu on page 25
* Using the Actions menu on page 26

* Using the Help Menu on page 32

Using the File menu

The File menu in the Directory Connector Configuration Tool provides the Exit option.

1 Click File > Exit to close the Directory Connector Configuration Tool.

Using the View menu
The View menu in the Directory Connector Configuration Tool provides options for displaying or hiding the
toolbar and status bar.

1 Click View > ToolBar to toggle the toolbar display. If it is currently hidden, it will be displayed. If
currently displayed, it will be hidden.



2 Click View > StatusBar to toggle the status bar display. If it is currently hidden, it will be displayed. If
currently displayed, it will be hidden.

The toolbar provides icon buttons near the top of the screen for the following:
« Adding servers to the SSO Agent configuration
= Removing servers from the SSO Agent configuration
= Starting the Windows service
= Stopping the Windows service
« Refreshing the items displayed in the Configuration Tool
« Viewing the SSO Agent properties
* Accessing the diagnostics tool

Each button is only active when a relevant item is selected in the left panel. Not all buttons are active at the
same time.

The status bar displays the current SSO Agent status along the bottom of the screen. The installed version of the
SSO Agent is also displayed there.

Using the Actions menu

With SonicWALL SSO Agent selected in the Directory Connector Configuration Tool, the Actions menu provides
options for editing the SSO Agent configuration settings, viewing the log entries, viewing users and hosts, using
the diagnostic tool, and refreshing the display. It also provides options for managing the SSO Agent Windows
service.

Figure 1. Actions menu with SonicWALL SSO Agent selected
|E| Directory Connector Configurator -

File View | Actions | Help

Refresh

E‘ﬁ Zon Properties

EI*’@EE View Logs

i Users and Hosts
Diagnostic Tool
Windows Service Users
Service Logon User
Start Service

Stop Service

All of the Actions menu options are also available on the right-click menu for the SonicWALL SSO Agent from
within the Configuration Tool. See the following:

« Configuring SSO Agent settings on Actions > Properties on page 27
« Viewing logs on page 28

« Displaying Users and Hosts statistics on page 29

= Using the Diagnostic Tool on page 30

= Using the Windows Service Users page on page 31

= Using the Service Logon User page on page 31

e Starting and stopping the Windows service on page 31



Configuring SSO Agent settings on Actions > Properties

The Actions > Properties page provides a number of configuration settings for the SSO Agent.

Figure 2. Actions > Properties page

@ir&cﬂx}r Connector Configurator o

<

File View Actions Help

CIEEL N

Biﬂ SonicWALL Directory Connector Cg . . .
B‘@ SonicWALL S50 Agent Use this to edit the default Dell SonicWALL 550 Agent
i Dell SonicWALL Appliances E

configuration settings.

Domain Controllers
Remote S50 Agents

Host IP: |--Select One-- hd
Logaing Level: |1 - Error Only hd

Cache Refresh Time (30-600 Sec): &0

Max Thread Count (50-999): 300

Query Source: [NEFAPI ']
[7] Allow real time diagnostic
[7] Enable Scanner

Scanner Thread Count (5-100): |0

Configuration File: C:\Program Files (x86)\SonicWaLL\Dv

[ Ok ][ Apply ][ Cancel ]

i | +

Right click to view properties of Dell SonicWALL S50 Agent. Flease restart the service.  Version: 3.7.30

To configure the SSO Agent settings:

1

In the DSC Configuration Tool, select SonicWALL SSO Agent in the left pane and then navigate to the
Actions > Properties page.

For Host IP, type in the IP address of the machine with the SSO Agent installed.
For Logging Level, select one of the following from the drop-down list:

e 0 - No logging

e 1 - Errors will be logged

e 2 - Debug messages and errors will be logged

« 3 - Diagnostic messages, debug messages, and errors will be logged

For Cache Refresh Time, enter the number of seconds that items should remain in the SSO Agent cache.
The default is 60 seconds, the range is 30-600 seconds. For more information, see About the SSO Agent
cache on page 8 and Using the SSO Agent cache on page 36.

For Max Thread Count, enter the maximum number of threads that the SSO Agent can use at one time.
The default is 300, the range is 50-999.

For Query Source, select the desired method for the SSO Agent to identify the user. Select one of the
following from the drop-down list:

= NETAPI - Use NETAPI to identify the user (default)
e WMI - Use WMI to identify the user



7

For more information about using NETAPI or WMI, see:
« About client probing with NETAPI or WMI on page 11
* Configuring NETAPI and WMI methods on page 37
* Using the NETAPI/WMI scanner on page 38

« DC Security Log + WMI - Use Domain Controller security logs to identify the user and use WMI as
a fallback method

« DC Security Log + NETAPI - Use Domain Controller security logs to identify the user and use
NETAPI as a fallback method

* DC Security Log - Use Domain Controller security logs to identify the user

* DC Security Log + NetAPI + WMI - Use Domain Controller security logs to identify the user and
use NETAPI and WMI as fallback methods

For more information about using DC Security Log, see:
e About DC security logs on page 11
« Configuring the DC security log method on page 40

Select the Allow real time diagnostic checkbox to make the SSO Agent service send diagnostic messages
in real time. This option is available with all Query Source methods.

Depending on the selected Query Source method, additional options are displayed.

See Configuring NETAPI and WMI methods on page 37 or Configuring the DC security log method on page
40 for information about these options.

For Configuration File, if not using the default file or path, enter the custom path and name of the
configuration file. The default is:
C:\Program Files (x86)\SonicWALL\DCON\SSO\CIAConfig.xml.

10 Click Apply to restart the service with the new settings and stay on the page.

11 Click OK to restart the service with the new settings and close the page.

Viewing logs

To view the SSO Agent log messages:

1

2
3
4

In the DSC Configuration Tool, select SonicWALL SSO Agent in the left pane and then navigate to the
Actions > View Logs page.

The log viewer page is displayed. Log entries from the last 10 minutes are shown. For entries older than
this, you can check Applicaton Logs from the Windows Event Viewer.

You can control the type of log messages displayed by setting the Logging Level in the Actions >
Properties page.

To refresh the page, click Refresh.
To export the log entries as a CSV file, click Export.

To close the window, click Close.



Displaying Users and Hosts statistics

The Users and Hosts page of the DSC Configuration Tool displays the IP address of the user, the user name, and
the date/time of the login/logoff event. It also shows the number of requests received from the appliance and
the number of replies sent back to it. For DC security log, the page displays the number of event log entries

parsed and the number of event log entries fetched from each domain controller.

Viewing LogWatcher Information in Users and Hosts Page

The Users and Hosts page shows the list of DC LogWatcher(s) that are communicating with DSC, and the time of
the last packet received from each DC LogWatcher. It also displays the total number of logon and logoff packets

received from DC LogWatcher(s).

Figure 3. Actions > Users and Hosts page

Users and Hosts displays log entries from last 2 hours. For entries older than this please check Application logs from
Windows Event Viewer.

o

@

Total no. of Event log parsed: 0 Failed Request Count: 0 Reply Count: 0
Mo. of Event log entries fetched per DC: w:ig Packets Received: 0

Last entry received from DCLogWatcher: QF-;Q Logon Received Count: 0
Logoff Received Count: 0

User Information

iz} | User Date/Time

Refresh | Export I Close

To use the Users and Hosts page:

1 In the DSC Configuration Tool, select SonicWALL SSO Agent in the left pane and then navigate to the

Actions > Users and Hosts page.
2 To refresh the page, click Refresh.
3 To export the entries as a CSV file, click Export.

4 To close the window, click Close.



Using the Diagnostic Tool

The Action > Diagnostics Tool page of the DSC Configuration Tool provides a way to find logged in user
information for remote workstations. You can manually identify IP addresses by entering multiple IP addresses
separated by commas or an IP address range. The results can be exported to a CSV file.

The Diagnostic Tool indicates current and average CPU utilization by the SSO Agent. You can also get real-time
diagnostic information on this page.

Figure 4. Actions > Diagnostic Tool page

@ Diagnostic Tool @Mf

% Use this to find logged in user information of remote workstation. Performance Counters

(a1}

CPU Utilization (%): 5.3
Avg CPU Utilization (%): 6.60

Settings
' Fleaze enter IP address, for multiple IP addresses please separate them by comma.

Query Source: |W‘MI v|
IP Address: 7] Specify Range To:
[ Get Details J | Clear | Real time Diagnostic
Details

To display and use the Diagnostic Tool:

1 In the DSC Configuration Tool, select SonicWALL SSO Agent in the left pane and then navigate to the
Actions > Diagnostic Tool page.

The Diagnostic Tool page is displayed.
2 Select one of the following from the Query Source drop-down list.

- WMI

= NETAPI

« NETAPI - Workstation Info

* DC Security Logs - All Users
In the IP Address field, type in the IP address of the SSO Agent.
Optionally select the Specify Range To checkbox and fill in the field.
Click Real time Diagnostic to get real-time diagnostic messages.
Click Get Details. The information is displayed in the Details field.

Click Clear to clear the Details field.

0 N oo o A~ W

Click Export to CSV to save the details to a CSV file on your computer.



Using the Windows Service Users page
The Action > Windows Service Users page displays all the service users configured by the administrator. The

users might be used by services on the end-user's computer. The SSO Agent ignores all events whose user names
are in this list.

Using the Service Logon User page
The Action > Service Logon User page displays the current service logon user and allows you to configure it.
The WMI, NetAPI, and DC security log methods require domain administrator privileges. The service should be

run with a domain administrator account. You can set up an account name and password on this page.

Figure 5. Actions > Service Logon User page

.ﬁSeNice Logon Account EI =] @

i Uze thiz to change Service Logon Account Credentials.
% Service iz running under uger:  szodemo. combadministrator
=

Domaintl)sernarne: | Eealaete =t pi e e

Pazsword:

Starting and stopping the Windows service

The Action > Start Service and Action > Stop Service pages provide a way to start and stop the Windows
service for the SSO Agent.

Figure 6. Actions pages for starting/stopping Windows service

ﬂ Directory Connector Configurator

File View Help

Refresh

Properties

View Logs

Users and Hosts
Diagnostic Tool
Windows Service Users

Service Logon User

Start Service

Stop Service

Using the Load Test file

The Load Test feature allows you to preload a static set of IP-to-username mappings and static user
configuration in a user-defined test file.

The tester can create a file named static.csv in the program installation directory, which by default is
C:\Program Files\Dell SonicWALL\SSOAgent. The following is an example of a static.csv:

10.0.0.0,user0O
10.0.0.1,userl
10.0.0.2,domain\user2



If this file exists, the SSO Agent loads it at the service start time and checks and reloads this file every 60
seconds.

You can view the test users and IP addresses in the Action > Users and Hosts screen of the DSC Configuration
Tool, in the User Information list.

Using the Help Menu

The Help menu in the Directory Connector Configuration Tool has two options:

* Send Feedback

Select Send Feedback to display a popup window in which you can enter feedback about Directory
Services Connector and the SSO Agent and send it to the Support team. Fill in the Subject, Email ID (your
email address), Name (your name), and Comment fields and then click Submit.

e About

Select About to display a popup window with the installed version number of Directory Services
Connector and the SSO Agent.

Adding Dell SonicWALL appliances

Dell SonicWALL network security appliances provide Single Sign-On functionality using the SSO Agent to identify
user activity based on the workstation IP address.
To add a Dell SonicWALL network security appliance in Directory Services Connector:

1 Launch the Configuration Tool.

2 Expand SonicWALL Directory Connector and SonicWALL SSO Agent in the left column by clicking the +
buttons.

3 Right-click Dell SonicWALL Appliances and select Add.

@ Directory Connector Configurator W=
File View Actions Help
= E‘ﬂ SonicWALL Directory Connector Ce| . .
=48 SonicWALL SSO Agent Aﬁ% e @
i o "
i Dell SonicWALL Appliances | AT EEE

{58 Domain Controllers
4} Remote S50 Agents Add New Dell SonicWALL Appliance

Appliance IP:  10.203.28.26
Appliance Port: 2258 (1-65535)

Friendly Name:

Shared Key: Generate Key
[] Check to show Shared Key as clear Text
« i v View | Add |

4 For Appliance IP, type in the IP address of the appliance.



For Appliance Port, type in the port on which the SSO Agent will communicate with the appliance. The
default is 2258.

For Friendly Name, enter a descriptive name for the appliance.
For Shared Key, do one of the following:
= Type in the key (password) to use.

= Click Generate Key to automatically create a key.

@ | IMPORTANT: You must enter the same Shared Key in SonicOS when configuring the appliance
for Single Sign-On.

Optionally select the Check to show Shared Key as clear Text checkbox. The key is displayed in
readable text in the above field.

Click OK.

Adding domain controllers

Only machines configured with a domain controller role can be set as the domain controller in the Directory
Connector Configuration Tool.

1
2

o o~ W
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In the Directory Connector Configuration Tool, right-click Domain Controllers in the left pane.

Select Add.

Directory Connector Configu W=h

File View Actions Help
=58l SonicWALL Directory Connector Cd @
-4 SonicWALL SSO Agent
- Dell SonicWALL Appliances

& 10.203.28.26
Domain Controllers
I} Remote S50 Agents

Add Domain Controller

IP Address: | -

domain\username

Administrator Username:

Administrator password:

Fetch Start Time: : 00 hours OR From Now @
Test Connection
E P T — 3 View Add |
Right click to add new Domain Controller. Version: 3.7.30

In the right pane, type the domain controller IP address in the IP Address field.
In the Administrator Username field, enter the domain administrator user name.
In the Administrator password field, enter the domain administrator password.

The Fetch Start Time is the start time from which the agent starts fetching all event logs from the DC
during the service start up. It fetches all logs for a specified time until the service start time.

Click Test Connection to check the connectivity to the domain controller.

Click OK.



Configuring remote SSO Agents

To enable the agent synchronization (Agent-to-Agent communication), go to the SonicWALL SSO Agent >
Properties page (Actions > Properties) in the Configuration tool.

File View Actions Help

QLS XOO0OEED S
Bg SonicWALL Directory Connector Ce . . .
B'@ SonicWALL S50 Agent 2 Use this to edit the default Dell SonicWALL S50 Agent @
i . = . E configuration settings.
i Dell SonicWALL Appliances
Domain Controllers
¥ Remote S50 Agents

Host IP: |10.205.100.202 7
Logaing Level: |3 - Diagnostic hd

Cache Refresh Time (30-600 Sec): |0

Max Thread Count (50-999): 300

Query Source: [DC Security Log + WMI ']

[7] Allow real time diagnostic @
Event Polling Time (5-300 Sec): 1qg
[7] Preserve users during service restart @

[7] Add LogWatcher Support @
Add NetBIOS mapping support

Configuration File: C:\Program Files (x86)\SonicWaLL\Dv
Allow Agent synchronization @

Agent sync Port: 2260

Apply | [ Cancel

4 I 2

| Right click to view properties of Dell SonicWALL S50 Agent. Version: 3.7.30

To configure remote SSO Agents in Directory Services Connector:
1 Launch the Dell SonicWALL Directory Services Connector Configuration Tool.

2 Expand SonicWALL Directory Connector and SonicWALL SSO Agent in the left column by clicking the +
buttons.
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3 Right-click Remote SSO Agents and select Add.

- |
[&] Directory Connector Configurator - w | o S
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|| File View Actions Help
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BW SonicWALL Directory Connector Cc
=45 SonicWALL S50 Agent

- Dell SonicWALL Appliances @
@ Remote S50 Agents
Add Remote SSO Agent

IP Address: |

Port:

[ oK ] [ Cancel

o] 2 H View Add |

Right click to add new S50 Agent. s, Please restart the service.  Version: 3.7.30 ||

4 In the Agent IP field, type in the IP address of the remote SSO Agent.
5 In the Sync Port field, accept the default of 2260 or type in the custom sync port.

By default, the SSO Agent uses TCP port 2260 to receive the agent synchronization data.
6 Click OK.

Configuring Agent-to-Agent communication

Dell SonicWALL Directory Services Connector SSO Agents can communicate and share information (such as global
user-databases) between agents.

Also known as Agent Synchronization, this feature is available when Query Source is set to DC Security Log with
or without NetAPI/WMI, and when Enable Scanner is selected when Query Source is set to either NETAPI or WMI.
Agent synchronization can be used between agents which are using different Query Source methods.
To enable Agent Synchronization (Agent-to-Agent Communication):

1 In the Directory Connector Configuration Tool, right-click SonicWALL SSO Agent in the left pane.

2 Select Properties.



The agent configuration settings screen appears.

R ————
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=i SonicWALL Directory Connector Cr
?g@ SonicWALL S50 Agent 2] Use this to edit the default Dell SonicWALL S50 Agent @
i R . E configuration settings.
i Dell SonicWALL Appliances
- 10.203.28.26
Domain Controllers
Remote S50 Agents

Host IP: |10.205.100.202 7
Logaing Level: |1 - Error Only hd

Cache Refresh Time (30-600 Sec): |0

Max Thread Count (50-999): 300

Query Source: [DC Security Log ']

[7] Allow real time diagnostic @
Event Polling Time (5-300 Sec): 1qg
[7] Preserve users during service restart @

[7] Add LogWatcher Support @
Add NetBIOS mapping support

Configuration File: C:\Program Files (x86)\SonicWaLL\Dv
Allow Agent synchronization @

Agent sync Port: 2260

[ Ok ][ Apply ][ Cancel ]

4 [ | +

Right click to view properties of Dell SonicWALL S50 Agent. Version: 3.7.30

3 Select the Allow Agent synchronization checkbox and enter 2260 (the default port for Agent-to-Agent
Communication) in the Agent sync Port field.

@ | NOTE: This option is only available when Query Source is set to DC Security Log with or without
NetAPI and/or WMI, and when Enable Scanner is selected when Query Source is set to either NETAPI
or WMI. Agent synchronization can be used between agents which are using different Query Source
methods.

4 Click OK.

Using the SSO Agent cache

The SSO Agent can cache user information. By default, the cache refresh rate is set to 60 seconds, with a range
of 30-600 seconds.

The cache settings can be overridden from the Windows Registry. To disable caching (cache refresh time = 0),
edit the Registry and set the REFRESHTIME value to 0. If the cache refresh rate is set to zero seconds, user
information is fetched from the workstation for every request from the Dell SonicWALL appliance.

See About the SSO Agent cache on page 8 for more information on when the cache can be helpful.



To change the cache refresh time in the SSO Agent:

1 In the DSC Configuration Tool, right-click the SonicWALL SSO Agent in the left pane and select
Properties.

@ir&cﬂx}r Connector Configurator o

|l File View Actions Help
ORR® s
Biﬂ SonicWALL Directory Connector Ce . . .
@ SonicWALL S50 Agent 2 Usze _thls to edit th_e default Dell SonicWALL 550 Agent
E configuration settings.
Host IP: |10.205.100.202 7
Logaing Level: |3 - Diagnostic hd
Cache Refresh Time (30-600 Sec): &0
Max Thread Count (50-999): 300
Query Source: [NEFAPI ']
[7] Allow real time diagnostic
Enable Scanner
Scanner Thread Count (5-100): 10
Configuration File: C:\Program Files (x86)\SonicWaLL\Dv
[7] Allow Agent synchronization
Agent sync Port: |2260
[ Ok ] [ Apply ] [ Cancel ]
4 [ | +
Right click to view properties of Dell SonicWALL S50 Agent. Version: 3.7.30

2 In the right pane, enter the desired number of seconds in the Cache Refresh Time field. The default is
60 seconds, with a range of 30-600 seconds.

NOTE: See About the SSO Agent cache on page 8 for information about appropriate values for the cache
refresh time.

®©

3 Click OK.

Configuring NETAPI and WMI methods

As a query source, the SSO Agent can use either the NETAPI or WMI protocol to communicate with workstations.
You can select the desired protocol as the Query Source option in the Directory Connector Configuration Tool.
NETAPI and WMI provide information about users that are logged into a workstation, including domain users,
local users, and Windows services.

NETAPI provides faster, though possibly slightly less accurate, performance. WMI provides slower, though
possibly more accurate performance. With NETAPI, Windows reports the last login to the workstation whether or
not the user is still logged in. This means that after a user logs out from his computer, the appliance still shows
the user as logged in when NETAPI is used. If another user logs on to the same computer, then at that point the
previous user is logged out from the Dell SonicWALL appliance.

To configure the NETAPI or WMI method in Directory Services Connector:

1 In the Directory Connector Configuration Tool, right-click SonicWALL SSO Agent in the left panel.



Select Properties.

For the options above Query Source, see Configuring SSO Agent settings on Actions > Properties on page
27.

For Query Source, select either NETAPI or WMI from the drop-down list.

Select the Allow real time diagnostic checkbox to make the SSO Agent service send diagnostic messages
in real time.

Select the Enable Scanner checkbox to enable a NETAPI/WMI scanner that will keep track of logged in
users from remote clients.

For information about the scanner, see Using the NETAPI/WMI scanner on page 38.

For Scanner Thread Count, enter the maximum number of threads that the scanner can use at one
time. The default is 10 and the range is 5-100.

Click Apply to restart the service with the new settings and stay on the page.

Click OK to restart the service with the new settings and close the page.

Using the NETAPI/WMI scanner

The SSO Agent Properties (Actions > Properties) page in the DSC Configuration Tool provides the Enable Scanner
option to enable the NETAPI/WMI background scanner. The scanner works with either NETAPI or WMI as the
query source, and keeps track of logged in users from remote clients. Right-click the SSO Agent or use the
Actions menu to go to the Properties page and set this option.
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Use this to edit the default Dell SonicWALL S50 Agent @

E configuration settings.

Host IF:
Logging Level:
Cache Refresh Time (30-600 Sec):

Max Thread Count (50-599):

Query Source:

Scanner Thread Count (5-100):

Configuration File:

Agent sync Port:

10.205.100.202 hd

60

300

[nETAPI -

[7] Allow real time diagnostic @
Enable Scanner @

10

C:\Program Files (x86)\SonicWaLL\Dn
[7] Allow Agent synchronization @
2260

[ Ok ][ Apply ][ Cancel ]

Right click to view properties of Dell SonicWALL S50 Agent.

Version: 3.7.30

Upon a user information request for any IP address from the appliance, if caching is enabled, the SSO Agent
checks for the IP address in its cache. If the IP address is not present in the cache, the SSO Agent treats the
request as the first request for that IP address and adds the address to its scanner queue for further processing.



Depending on the firmware version running on the appliance, the SSO Agent does one of the following when the
entry is not present in its cache:

* Replies back to the appliance with an In_Progress status
« Does not send a reply back to the appliance

The SSO Agent initially starts a configurable number of threads (scanner thread count). These threads
periodically query the IP addresses that are present in the scanner queue. After completing each query, the
agent adds or updates the user or error information in its cache.

Upon identifying the user through either NETAPI or WMI, the agent sends a log in notification with the user name
if an In_Progress status was previously sent for the same IP address. If no reply was previously sent, the user
information is simply cached.

When the scanner is enabled and the SSO Agent detects a user change on a client machine, it sends the logoff or
update notification to the firewall.

Bad IP address handling by scanner

If the query returns an error for any IP address and the SSO Agent is not able to identify the user information,
the agent treats the IP address as a “Bad IP.”” This can occur for network devices such as printers, non-Windows
computers or other workstations that do not understand the query options. While processing requests in the
scanner queue, the agent skips any bad IP addresses and adds the IP address to the back of the queue for the
next fetch.

Priority queues in the scanner

With Agent-to-Agent communication, smart NETAPI/WMI scanners allow the transfer of polling requests
between SSO Agents. When one agent is overloaded with requests, a comparatively free agent can handle the
requests.

The scanner differentiates IP addresses into three queues, each with a specified priority:
« New IP request (High Priority)
« Succeeded IP (Mid Priority)
* Bad IP (Low Priority)
Any IP address for which the agent already sent an In Progress status is treated as High Priority.

For any IP address present in either the Mid Priority queue or Bad IP queue, if the difference between the
current time and the time of the last request is greater than session time, the agent drops that IP address and
moves on to process another address in the queue.

The number of processing threads allocated for the scanner is divided into three categories:
« High — 70 percent of threads
* Mid — 20 percent of threads
* Low — 10 percent of threads

This thread allocation is dynamic and depends on the frequency of requests for identifying new IP addresses
from the appliance. This dynamic thread allocation ensures that no thread is idle or wasted in any scenario.

To ensure that the agent does not process any IP addresses that have not been polled from the appliance for a
considerable amount of time, the agent maintains the session time and the time of the last request from the
appliance for each IP address. This allows the agent to minimize the queue size, ensures that threads are not
wasted, and prevents unnecessary traffic from the agent for IP addresses that are not polled from the
appliance. The session time can be modified from Windows registry settings using the registry value
“SESIONTIME.”



Non-responsive workstation handling

The handling of non-responsive workstations to queries from WMI and NETAPI is optimized in Dell SonicWALL
Directory Services Connector. The appliance repeatedly polls the SSO Agent with multi-user requests, and often
sends more than one such request at a time. The number of concurrent requests increases when workstations do
not respond to the requests, potentially overloading the agent. To avoid this, a time-out mechanism is included
in multi-user requests from the appliance. If the request does not complete within this time, the agent silently
aborts it.

Configuring the DC security log method

See the following sections:
e Using DC Security Log on page 40
< Installing and configuring LogWatcher on page 42
e Setting a group policy to enable audit logon on Windows Server 2003 on page 44

* Setting a group policy to enable audit logon on Windows Server 2008 on page 46

Using DC Security Log

Dell SonicWALL Directory Services Connector provides an option for the SSO Agent to identify logged in user
information from the domain controller's Windows security log (DC security log or WSL). When using DC security
log method as the query source, Directory Services Connector fetches security logs from the configured domain
controller. The SSO Agent sends a login notification to the appliance as soon as it detects a user login.

The DC Security Log method works in a fully trusted domain environment where all users are domain users using
domain accounts to access Windows or Linux workstations.

The DC Security Log method can optionally be used with either NETAPI or WMI as a fall back to support user
identification from non-domain Windows PCs or domain PCs using local accounts. Altogether, there are four
query source options involving the DC security log:

= DC Security Log — Users are identified from the domain controller's Windows security log; use this
option if all users log in to the domain.

= DC Security Log + NETAPI — In addition to using the DC security log, this option provides a fall back to
using NETAPI to identify users. In case the SSO Agent fails to identify users from the domain controller, it
uses traditional NETAPI queries to the user's workstation to fetch user information.

= DC Security Log + WMI — In addition to using the DC security log, this option provides a fall back to using
WMI to identify users. In case the SSO Agent fails to identify users from the domain controller, it uses
traditional WMI queries to the user's workstation to fetch user information.

* DC Security Log + NETAPI + WMI— In addition to using the DC security log, this option provides a fall
back to using NETAPI or WMI to identify users.

To use DC security log method in Dell SonicWALL Directory Services Connector, ensure that the agent machine
has the following minimum requirements:

e Multi-Core processors: two or more, or a dual CPU
e Speed: 2GHz+

e RAM: 2GB, minimum

@ | NOTE: For single core processors, CPU spikes might reach up to 100 percent periodically while using the
DC Security Log method in Dell SonicWALL Directory Services Connector. To avoid this, optimization is
provided for reading security logs. Also an option is available to read the security logs in current time,
minimizing the initial log processing time.



By default, all of the DC Security Log options require a domain administrator account or local administrator
account on the domain controller to read the DC security log. The account information is entered during the
configuration, described in the following paragraphs. If an account with administrator privileges is not
available, user identification through the domain controller security log can be configured for WMI with a non-
administrator domain account.

User identification through the domain controller security log can also be configured by using WMI with a non-
administrator domain account. Although this option does not require use of the administrator domain account,
it still requires read access to the security log, which can be accomplished by configuring a non-admin account.
For more information, refer to the Configuring a Non-Admin Domain Account for SSO Agent to Read Domain
Security Logs configuration guide, available at:

https://support.software.dell.com/kb/sw9764

Windows Server uses the DC security log to record logon/logoff events and/or other security-related events
specified by the system's audit policy. If the audit policy is set to record log ins, a successful domain log in
records the user's user name and computer name in the security log. On Windows Server 2003 and above, the
computer's IP address is also logged.
To configure the DC Security Log method in Directory Services Connector:

1 In the Directory Connector Configuration Tool, right-click SonicWALL SSO Agent in the left panel.

2 Select Properties.

|&#] Directory Connector Configurator IE@IQ
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B@g SonicWALL S50 Agent 2 Use this to edit the default Dell SonicWALL S50 Agent @
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Domain Controllers
Remote S50 Agents

Host IP: |10.205.100.202 7
Logaing Level: |1 - Error Only hd

Cache Refresh Time (30-600 Sec): |60

Max Thread Count (50-999): 300

Query Source: [DC Security Log + WMI ']

[7] Allow real time diagnostic @
Event Polling Time (5-300 Sec): 1qg
[7] Preserve users during service restart @

[7] Add LogWatcher Support @
Add NetBIOS mapping support

Configuration File: C:\Program Files (x86)\SonicWaLL\Dv
Allow Agent synchronization @

Agent sync Port: 2260

[ Ok ][ Apply ][ Cancel ]

4 | i b

Right click to view properties of Dell SonicWALL S50 Agent. Version: 3.7.30

3 For the options above Query Source, see Configuring SSO Agent settings on Actions > Properties on page
27.

4 For Query Source, select one of the DC Security Log options from the drop-down list.

5 Select the Allow real time diagnostic checkbox to make the SSO Agent service send diagnostic messages
in real time.

6 For Event Polling Time, enter the number of seconds to use for the polling interval.

The Event Polling Time option is visible only if one of the DC Security Log options is selected in the query
source field. The SSO Agent fetches event logs from the domain controller on a regular time interval to


https://support.software.dell.com/kb/sw9764

discover updated user information. The Event Polling Time option provides a way to specify this interval.
The minimum is five seconds, and the maximum is 300 seconds, with a default of 10 seconds.

7 Select the Preserve users during service restart checkbox to save user information across a service
restart.

After restarting the SSO Agent service, the user information is restored. Because the SSO Agent must be
restarted for Properties changes to take effect, this allows the agent to maintain current user
information across these restarts. When a backup is older than 15 minutes, the information is not
restored to avoid restoring outdated information.

If this option is unchecked when using DC security log, the user information is not saved during a service
restart. When the next user information request comes in for a previously logged in user, the DC logs are
checked, but there is no new logon event and so the user is not identified. If Query Source is set to DC
security log only, the SSO Agent sends no user information to the appliance. If Query Source is set to DC
security log with NETAPI or WMI, the agent does a NETAPI or WMI query to the user PC to identify the
user.

8 Optionally select the Add LogWatcher Support checkbox. For information about LogWatcher, see About
LogWatcher on page 12 and Installing and configuring LogWatcher on page 42.

= Enter the LogWatcher Port number (default is 2259).

« Enter the LogWatcher Shared Key.
@ | NOTE: The SSO port number and shared key in the DCConfig.xml file on the Domain
Controller must be the same as the LogWatcher Port number and LogWatcher Shared Key.
9 Optionally select the Add NetBIOS mapping support checkbox.
For information about the NetBIOS option, see About NetBIOS mapping support on page 12.

10 If multiple SSO Agents exist, select the Allow Agent synchronization checkbox to allow Agent-to-Agent
communication. For information about Agent synchronization, see About Agent-to-Agent communication
on page 7 and Configuring Agent-to-Agent communication on page 35.

11 For Agent sync Port, if Allow Agent synchronization is enabled, enter the port number of the
synchronization port that the SSO Agents should use. The default is 2260.

12 Click Apply to restart the service with the new settings and stay on the page.
13 Click OK to restart the service with the new settings and close the page.

14 If a domain controller is not already added, configure the domain controller information in the
Configuration Tool. See Adding domain controllers on page 33.

Installing and configuring LogWatcher

The Add LogWatcher Support option is available when a DC Security Log method is selected for Query Source.

The LogWatcher installer is available on MySonicWALL with the SSO group in the Download Center. The
installation setup program checks for pre-requisites during the installation process. LogWatcher can be installed
on all Domain Controllers.

After installation, LogWatcher needs to be configured to communicate with the SSO Agent and Directory
Services Connector. The administrator must open the install folder and change the DCConfig.xml as described
below. A readme.txt file is launched at the end of the installation which describes this procedure.

Logon Audit must be enabled on the domain controller.



Configuring LogWatcher on the Domain Controller

The DCConfig.xml file is used for configuration. The following XML shippet shows how the data is stored in the
DCConfig.xml file:

<SONICWALL_LOG_WATCHER>

<AGENTS>
<AGENT>
<IP_ADDRESS>10.50.173.252</1P_ADDRESS>
<PORT_NO>2259</PORT_NO>
</AGENT>
</AGENTS>
<SEC_KEY>abc123</SEC_KEY>
<IGNORE_TIME>10</IGNORE_TIME>
<LOG_LEVEL>0</LOG_LEVEL >
<LW_PORT_NO>2259</L\W_PORT_NO>
<DC_IP>10.50.173.54</DC_|P>

</SONICWALL_LOG_WATCHER>

The above data fields are defined as follows:
Table 1. LogWatcher data fields

IP_ADDRESS IP address of the SSO Agent

PORT_NO Port number of the SSO Agent for receiving the UDP packet

SEC_KEY Secret Key for encrypting the packet data

IGNORE_TIME (in seconds) Used to avoid successive user logon/logoff; default value is 10 seconds
LOG_LEVEL Can have any of three values:

* 0 (NOLOGS) - Do not log any messages
« 1 (ERRORSONLY) - Log only Error messages
* 2 (DIAGNOSTIC) - Log all messages

LW_PORT_NO LogWatcher port for sending the UDP packet

DC_IP

IP address of the Domain Controller

Configuring/Enabling LogWatcher in Directory Services
Connector

To configure LogWatcher in Directory Services Connector, perform the following steps:

1

a A W N

In the DSC Configuration Tool, right-click the SSO Agent or use the Actions menu to open the Properties
page of the SSO Agent.

Select DC Security Log in the Query Source drop-down list.
Select the Add LogWatcher Support checkbox.
Enter the LogWatcher Port number (default is 2259).

Enter the LogWatcher Shared Key.

@ | NOTE: The SSO port number and shared key in the DCConfig.xml file on the Domain Controller
must be the same as the LogWatcher Port number and LogWatcher Shared Key.



Setting a group policy to enable audit logon on
Windows Server 2003

By default the audit logon is disabled on Windows server 2003.

To enable audit logon, complete the following steps:
1 Start the Group Policy Management Console.

2 Browse to the following location - Forest: Domain Name > Domains > Domain Name > Group Policy
Objects, replacing “Domain Name” with your domain.

3 Right-click on Group Policy Objects and select New.
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4 Give your policy a name and click OK.

5 Expand the Group Policy Objects folder and find your new policy. Right-click on the policy and select
Edit...



6 Browse to the following location: Policy Name > Computer Configuration > Windows Settings >
Security Settings > Local Policies > Audit Policy. Left-click on Audit Policy. The policy settings are
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displayed in the right window.
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Double-click Audit account logon events and select Success.

Click OK.

Double-click “Audit logon events” and select Success.

Click OK.

Double-click “Audit Directory Service Access” and select Success.

Click OK.
Close the Group Policy Window.




Setting a group policy to enable audit logon on
Windows Server 2008

Refer to the following screen to edit the Default Domain Policy.

Figure 7. Default domain policy, Windows Server 2008
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To finish the Audit Policy, complete the following steps for the screen that follows:

1 Double-click Audit account logon events and select Success.

Click OK.

Double-click Audit logon events and select Success.

Double-click Audit Directory Service Access and select Success.

2
3
4  Click OK.
5
6

Click OK.



7 Double-click Audit Object access and select Success. Click OK.
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Enabling LDAP over TLS with Novell
eDirectory

The SSO Agent supports Novell eDirectory connections secured by Transport Layer Security (TLS). TLS provides
secure encryption of communications and verifies the server certificate. The software on your LDAP server must

support TLS.
To enable Novell eDirectory connections using LDAP over TLS, complete the following steps:

1 In the Directory Connector Configuration Tool, right-click eDirectory in the left pane and select
Properties.

2 In the right pane, select Enable Encrypted Port.
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QK | Apply I Cancel
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| | Version: 3.6.23

3 Type the port number into the SSL/TLS Port field. This can be port 636 or another configured port.
4 Click OK.



About Dell

Dell listens to customers and delivers worldwide innovative technology, business solutions and services they
trust and value. For more information, visit www.software.dell.com.

Contacting Dell

Technical support:
Online support

Product questions and sales:
(800) 306-9329

Email:
info@software.dell.com

Technical support resources

Technical support is available to customers who have purchased Dell software with a valid maintenance
contract and to customers who have trial versions.

The Support Portal provides self-help tools you can use to solve problems quickly and independently, 24 hours a
day, 365 days a year. In addition, the portal provides direct access to product support engineers through an
online Service Request system. To access the Support Portal, go to https://support.software.dell.com/.

The site enables you to:
= Create, update, and manage Service Requests (cases)
* View Knowledge Base articles
e Obtain product notifications
e Download software. For trial software, go to Trial Downloads.
« View how-to videos
= Engage in community discussions

= Chat with a support engineer
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